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Attack Category

* ldentity Spoofing

Vulnerability Category

* Access Control

Softwar e Context * Authorization

Location e aclapi.h

Description The SetEntriesinAcl function creates a new access
control list (ACL) by merging new access control
or audit control information into an existing ACL
structure.
SetEntriesInAcl has some problems dealing with
discretionary access control lists (DACLS) that
contain inheritable access control entries (ACES).

APIs Function Name Comments
SetEntriesinAcl

Method of Attack

Exception Criteria None known.

Solutions Solution Solution Solution

Applicability | Description Efficacy

Always check

the return code
from the cal to
SetEntriedinACL.

Address

the issue of
inherited ACEs
in the in-param
DACLs.

Signature Details

DWORD SetEntriesInAcl(

ULONG cCountOfExplicitEntries,
PEXPLICIT_ACCESS pListOfExplicitEntries,
PACL OldAcl,

PACL* NewAcl

);

1. http://buildsecurityin.us-cert.gov/bsi-rules/35-BSI.html (Barnum, Sean)
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Examples of Incorrect Code

/1 This will succeed only if the
call er has WRI TE_DAC access to
the object or is the owner of the
obj ect

BOOL TakeOwner shi p(LPTSTR
| pszOwnFil e)
{

BOOL bRetval = FALSE;

HANDLE hToken = NULL;

PSI D pSI DAdmi n = NULL;

PSI D pSI DEveryone = NULL;
PACL pACL = NULL;

SI D_I DENTI FI ER_AUTHORI TY

SI DAut hWor I d =

SECURI TY_WORLD_SI D_AUTHORI TY;
S| D_I DENTI FI ER_AUTHORI TY

Sl DAut hNT = SECURI TY_NT_AUTHORI TY;
const int NUM ACES = 2;

EXPLI CI T_ACCESS ea[ NUM_ACES] ;
DWORD dwRes;

/1 Specify the DACL to use.

[/l Create a SID for the Everyone

gr oup.

if (!

Al l ocateAndl niti al i zeSi d( &SI DAut hW
1|

SECURI TY_WORLD RI D,

Ol

o, 0,0 0, 0, O, O,

&pSl| DEveryone))

{
printf("AllocateAndlnitializeSid
(Everyone) error %\n",
GetLastError());

goto O eanup;

}

/'l Create a SID for the BULTIN

\ Admi ni strators group.

if (!

Al l ocateAndl nitial i zeSi d( &SI DAut hNT
2|

SECURI TY_BUI LTI N_DOVAI N_RI D,

DOVAI N_ALI AS RI D_ADM NS,

o, 0,0 0, 0, O, O,

&pSl| DAdmi n))

{
printf("AllocateAndlnitializeSid
(Admin) error %w\n",
GetLastError());

goto O eanup;

}

rld,
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ZeroMenory( &a, NUM ACES *
si zeof (EXPLI CI T_ACCESS)) ;

/1l Set read access for Everyone.
ea[ 0] . grf AccessPerm ssions =
GENERI C_READ;

ea[ 0] . grf AccessMbde = SET_ACCESS;
ea[ 0] .grflnheritance =

NO_| NHERI TANCE;

ea[ 0] . Trust ee. Trust eeForm =
TRUSTEE_|I S_SI D;

ea[ 0] . Trust ee. Trust eeType =
TRUSTEE | S WELL_KNOW_GROUP;

ea[ 0] . Trust ee. ptstrName =
(LPTSTR) pSI DEveryone;

/1 Set full control for

Admi ni strators.

ea[ 1] . grf AccessPerm ssions =
GENERI C_ALL;

ea[ 1] . grf AccessMbde = SET_ACCESS;
ea[ 1] .grflnheritance =
NO_| NHERI TANCE;

ea[ 1] . Trust ee. Trust eeForm
TRUSTEE_|I S_SI D;

eal[ 1] . Trust ee. Trust eeType
TRUSTEE_| S_GROUP;

ea[ 1] . Trust ee. ptstrNanme =
(LPTSTR) pSI DAdmi n;

i f (ERROR_SUCCESS ! =

Set Entri esl nAcl ( NUM _ACES,
ea,

NULL,

&pACL) )

{
printf("Failed SetEntrieslnAcl

\n");
goto d eanup;

}

/1l Try to nodify the object's
DACL.

dwRes = Set NamedSecurityl nfo(
| pszOmnFile, // name of the
obj ect

SE FILE OBJECT, // type of object
DACL_SECURI TY_I NFORVATI ON, //
change only the object's DACL
NULL, NULL, // do not change
owner or group

pACL, // DACL specified
NULL); // do not change SACL

i f (ERROR_SUCCESS == dwRes)
{
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printf("Successfully changed DACL
\n");

bRet val = TRUE;

/1 No nore processing needed.
goto d eanup;

}
if (dwRes != ERROR_ACCESS_DEN ED)

{
printf("First

Set NanedSecuritylnfo call fail ed:
%\ n", dwRes);

goto d eanup;

}

/1 1f the preceding call failed
because access was deni ed,

/1 enabl e the

SE TAKE OMNERSHI P_NAME pri vi | ege,
create a SID for

/1 the Administrators group, take
owner shi p of the object, and

/1 disable the privilege. Then
try again to set the object's
DACL.

/1 Open a handle to the access
token for the calling process.

if (!

OpenProcessToken( Get Current Process(
TOKEN_ADJUST_PRI VI LEGES,

&hToken))

{
printf("OpenProcessToken fail ed:
%\ n", GetlLastError());

goto d eanup;

}

/! Enabl e the

SE TAKE OMNERSHI P_NAME pri vi | ege.
if (!SetPrivil ege(hToken,

SE TAKE_ONNERSHI P_NAME, TRUE))

{
printf("You nmust be |ogged on as
Adm nistrator.\n");

goto d eanup;

}

/1l Set the owner in the object's
security descriptor.

dwRes = Set NarmedSecurityl nfo(

| pszOmnFile, // name of the

obj ect

SE FILE OBJECT, // type of object
OWNER_SECURI TY_| NFORMATI ON, //
change only the object's owner
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pSI DAdnmin, // SID of
Adm ni strator group
NULL,

NULL,

NULL) ;

i f (dwRes != ERROR_SUCCESS)
{
printf("Could not set owner.
Error: %\n", dwRes);

goto d eanup;

}

/| Disable the

SE TAKE OMNERSHI P_NAME pri vi | ege.
if (!SetPrivil ege(hToken,
SE_TAKE_OWNERSHI P_NAME, FALSE))

{
printf("Failed SetPrivilege call
unexpectedly.\n");

goto O eanup;

}

/1l Try again to nodify the

obj ect's DACL, now that we are the
owner .

dwRes = Set NamedSecurityl nfo(

| pszOmnFile, // name of the

obj ect

SE FILE OBJECT, // type of object
DACL_SECURI TY_I NFORVATI ON, //
change only the object's DACL
NULL, NULL, // do not change
owner or group

pACL, // DACL specified

NULL); // do not change SACL

i f (dwRes == ERROR_SUCCESS)

{

printf("Successfully changed DACL
\n");

bRet val = TRUE;

}

el se

{

printf("Second
Set NanedSecuritylnfo call fail ed:
%\ n", dwRes);

}

d eanup:
i f (pSI DAdm n)
FreeSi d( pSI DAdmi n) ;

i f (pSl DEveryone)
FreeSi d( pSI DEveryone) ;

SetEntriesinAcl
ID: 818-BSl | Version: 2 | Date: 5/16/08 2:39:33 PM




if (pACL)
Local Free( pACL);

i f (hToken)
Cl oseHandl e( hToken) ;

return bRetval;

}

Examples of Corrected Code

/'l Return code is being checked.

i nt check_acl ( const char * const
path )

{
DWORD dwrc, i;

int dirty = 0;

PSI D psi dOaner, psi dG oup;
PACL pacl Dacl = NULL, pacl Sacl
NULL, pNewbDacl = NULL;

PSECURI TY_DESCRI PTOR pSD;
PTRUSTEE pOaner = NULL, pG oup
NULL;

ULONG cDacl Len, cSacl Len;
PEXPLI Cl T_ACCESS pDacl = NULL,
pSacl = NULL;

char | p[ MAX_PATH] ;

strncpy( | p, path, MAX PATH 1);
| p[ MAX_PATH-1] ="'\ 0" ;

dwc = Cet NamedSecuritylnfo( Ip,
SE_FI LE_OBJECT,

OWNER_SECURI TY_| NFORMATI ON |
GROUP_SECURI TY_| NFORVATI ON

| DACL_SECURI TY_I NFORMATI ON

| SACL_SECURI TY_| NFORMATI ON,

&psi dOmer, &psi dG& oup, &pacl Dacl,
&pacl Sacl, &pSD );

if ( dwc )

{
printf( "GetNanmedSecuritylnfo():
rc = %u\n", dwc );

return FALSE;

}

dwc =
LookupSecurityDescriptorParts( &Om
& Group, &cbDacl Len, &pDacl,

&cSacl Len, &pSacl, pSD);

if ( dwc )

{
printf( "LookupSecurityDescriptorPa
rc = %u\n", dwc );

return FALSE;

}

printf( "%:\n", |Ip);

ner,

rts():
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if ( display_owner )
{
print_sid( 2, "Omer",
psi dOwner );

if ( pOmer != NULL )
{
printf( " excess size(*pOwer) ==
% bytes\n", Local Size( pOmer ) -
si zeof *pOmner );

print _trustee( 2, "Oaner",

*pOaner );

}

el se

printf( " odd -- pOmer is NULL
\n" );

}

if ( display_group )

{

print_sid( 2, "Goup",

psi dG oup );

print _trustee( 2, "G oup",
*pGoup );

}

if ( *( (int *) &display dacl ) )
{

if ( paclDacl != NULL )

{

printf( " DACL: % ACEs\n",
cDacl Len );

for (i =0; i < cDaclLen; i ++)
print_ace( 0, i, paclDacl );

}

el se

printf( " DACL: not present\n" );

}
if ( fix_inherit )
{
dirty = 0;
for (i =
{
// do we need to set the

i nheritance?

if ( ( pDacl[i].grflnheritance &
SUB_CONTAI NERS_AND OBJECTS | NHERI T

0; i < cDacllLen; i ++)

SUB_CONTAI NERS_AND OBJECTS | NHERI T
{
pDacl [i].grflnheritance |=
SUB_CONTAI NERS_AND OBJECTS | NHERI T;
dirty = 1;

}
}
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/1 wite back the ACL, if dirty

bit set

dwc = SetEntrieslnAcl ( cDacl Len,
pbDacl, pacl Dacl, &pNewDacl );

if ( dwmc == 0)

{
dw ¢ = Set NanedSecuritylnfo( |p,
SE _FI LE_OBJECT,

DACL_SECURI TY_| NFORMATI ON,

psi dOmer, psi dG oup, pNewDacl,
pacl Sacl );

if ( dwc)

{
printf( "SetNamedSecuritylnfo():
rc = %u\n", dwc );

}
}
el se
{
printf( "SetEntrieslnAcl(): rc =
%u\n", dwc );

}

}

if ( *(C (int *) &display _sacl ) )
{

if ( paclSacl !'= NULL )

{

printf( " SACL: % ACEs\n",

cSacl Len );

for (i =0; i < cSacllLen; i ++)
print_ace( 1, i, pacl Sacl );

}

el se

printf( " SACL: not present\n" );
}

if ( pOwmer ) Local Free( pOwner );
if ( pGoup)

Local Free( pGoup );

if ( pDacl ) Local Free( pDacl );
if ( pNewbDacl )

Local Free( pNewbDacl );

if ( pSacl ) Local Free( pSacl );

return O;

}

ACL* pdacl =0;
DWORD err = SetEntriesinAcl(1, &ea, 0, & pdacl);

ea.grf AccessPermissions = dwDesiredAccess;
ea. Trustee.ptstrName = (LPTSTR)(&world);

if (err == ERROR_SUCCESS)
{
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err = SetSecuritylnfo(h, SE KERNEL OBJECT,
DACL_SECURITY_INFORMATION, 0, 0, pdacl,
0);

LocalFree(pdacl);

return (err == ERROR_SUCCESS);

}

ese

{
TRACE("adjust_dacl");
return(FALSE);

}
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